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Q1: What are the top three words that come to mind when you think of “cybersecurity culture™?
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QZ2: How important do you believe cybersecurity culture is to the overall safety culture of an
organization?(select one answer)

® 58% Extremelyimportant

® 34% Veryimportant

® 2% Somewhatimportant
2% Not important

5% Unsure
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Q3: Which of the following best describes your organization's current approach to cybersecurity?

(select one answer)

® 28%
® 5/%
® 16%
0%
0%

Extremely important
Very important
Somewhat important
Not important

Unsure
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Q4: How frequently are cybersecurity and safety culture discussed together in your organization?
(select one answer)

® 34% Proactive and integrated into all
processes

® 13% Reactive, with focus on fixing issues as
they arise

® 11% Focused primarily on technical
solutions

32%

32% Inconsistent and varies across
departments

11%  Not clearly defined
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Q5: Which of the following would you consider the greatest challenge in building a strong
cybersecurity culture? (select all that apply)

® 23% Lackof awareness or training

® 227 |Inadequate leadership support

® 229 Perceivedseparation between|T and
business functions

287% Difficulty in changing established
habits

4% Other
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Q6: What do you think is the most critical element of a successful cybersecurity culture? (select one
answer)

® 9% Ongoingtraining and awareness programs

® 6% Clearcommunication and leadership
commitment

@ 16% Accountability atalllevels

53% Integration of cybersecurity into day-to-
day operations
53% or

0%  Collaboration between departments
5%  Other




Q7: In your view, how could a strong cybersecurity culture positively impact organizational safety?

Education It helps me naturally in my creating good habits Less mistakes
job

less leaks? PAM and ACME and Key Natural work habits efficiency and reliability
Vault
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Q7: In your view, how could a strong cybersecurity culture positively impact organizational safety?

Employee engagement Creating compliance Culture feeds culture | willincrease the
everywhere organisation safety
support, awareness, Make it more natural for Risk awareness Building trust

users, not an add-on.
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Q7: In your view, how could a strong cybersecurity culture positively impact organizational safety?

Awareness - hands on
every day

Reduce human error

Better products

relevant safety
measurements none
more, none less +
information

better resilience

Tell employees the why
and they will perform the
needed actions

coaching

Safety in knowledge of
what when where and
who



Q7: In your view, how could a strong cybersecurity culture positively impact organizational safety?

Less incidents, less stress Be less boring!!! Zero trust Education
to do wrong.

better outcomes higher consciousness Cat Feeling of responsibility
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Q7: In your view, how could a strong cybersecurity culture positively impact organizational
safety?

it could spread the idea of Safety awareness and Building "better” human Greatly, moving away from

safety to extend also to good day to day habits habits the notion of human error and

functions not traditionally exploring how cybersecurity

involved deeply with safety can be improved by
supporting the prople

Strong cybersecurity would Involve everyone Just culture, focus on Tailored training

mean that you still have an organizational

organization. capabilities



Q7: In your view, how could a strong cybersecurity culture positively impact organizational
safety?

»

Risk based Everyone is responsible Understanding that
@ processes are the same

whether we work with Safety,
Security, Environment or

Quality.

approachSolve the root
cause

systemic perspective



Q8: What are the top three lessons from safety culture that could benefit cybersecurity culture?

Humans are not a The human factor Awadreness Higher risk consciousness
problem
Awadrness Zorro Trust Involve everyone It matters

34
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Q8: What are the top three lessons from safety culture that could benefit cybersecurity
culture?

Lead from the top Just culture - more focus all levels involved in both That people are aresource
on organizational word and action and could be part of the
capabilities solution, it takes back control.

Leaders needs to take awareness and act-react Understanding human Systematic thinking

lead behaviour
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Q8: What are the top three lessons from safety culture that could benefit cybersecurity
culture?

frequent dialoguesclear People first. Make it easy awareness, and put Continuously working on
instructions -don not refer to to do it right. RCA humans in early stage of employee habits
LERanEEnsE design! regarding to security
Awdadreness of threats - A multi layer cause Tailored training Everyone must contribute

creating human-friendly
means to comply
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Q8: What are the top three lessons from safety culture that could benefit cybersecurity culture?

f2f dialogue Engaged leader Awareness, knowledge, Correct it strateqi
good examples (dr-code)

Leadership All aboard!Awareness Human as a resource ResearchDon't be naive
and keeping questions and trust everyone
timely



SAKU

Q8: What are the top three lessons from safety culture that could benefit cybersecurity culture?

Engagement from top
management

Awareness

continue after the first
year

Necessity

You need to have both
preventative measures but also,
when something goes wrong, and
it will, there has to be a safety net
to prevent disaster

make it harder to do
wrong

Everyone is responsible
e

cybersecity safety tools
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Q8: What are the top three lessons from safety culture that could benefit cybersecurity
culture?

System Thinking
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Q9: Is there potential for conflict between the goals of safety culture and cybersecurity culture in

your organization? (Select all that apply)

207

® 27%

® 5%

@ 24%

217

13%
1%

Yes, in balancing transparency vs.
confidentiality

Yes, in managing human error
accountability

Yes, in prioritizing speed vs. security
measures

Yes, in access to information vs. restricting
access

No, | don't see any significant conflict
Other
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Q10: What is one action your organization could take to improve its cybersecurity culture?

{ Awadreness educate the employees Give examples from real
life
Education Awdadreness It-strateqi involvement of all



Q10: What is one action your organization could take to improve its cybersecurity culture?

More regulation clear guidelines Less admin access Create easy to use tools
Education An up-to-date training Awdreness increase Education from top to
course bottom
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Q10: What is one action your organization could take to improve its cybersecurity culture?

Buy typewriters.. Clearly describe employee EDUCATION 4
roles and responsiblities

towards cybersecurity

culture
Exemplets of what can More awareness on this Learn more absolute Share results from the
happen. topic human behaviour multiple phising emails

they send us.
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Q10: What is one action your organization could take to improve its cybersecurity culture?

Establish processess’ More engagement from accessible knowledge Make it easy to work
the whole hierarchy correctly

Talk about it Separate private phone work more with systemic Unfortunately, areal cyber
and e mail perspective incident is often the only

wake up call



Q10: What is one action your organization could take to improve its cybersecurity culture?

Tailor cybersecurity Work with the all parts Devote time to learn to

education programs ofta the organization identify threats
targeting roles within the

organization



